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What is a Ponzi scheme?

• It is an investment fraud 
• It requires a constant flow of money 

from new investors to continue
• It inevitably collapses, when it 

becomes difficult to recruit new 
investors

There are smart contracts on Ethereum 
that are Ponzi Schemes.

Ponzi Scheme detection on Ethereum



Our main contributions:
• A reusable and publicly available data set that 

collects 4422 real-world smart contracts (3749 not 
Ponzi, and 673 Ponzi);

• A binary classifier to detect smart Ponzi contracts 
that performs better than classifiers proposed in the 
literature;

• The study of the impact of such features on the 
classification using eXplainable AI techniques;

• A small set of features that ensures a good 
classification quality.

Our work

https://github.com/fpinell/ponzi_ml

https://github.com/fpinell/ponzi_ml


The dataset

• Datasets with 4422 
real-world smart contracts 
(3749 not Ponzi, and 673 
Ponzi)

• Enriched the set of features 
starting from different sets 
available in the literature
 

• Collect the data for all the 
smart contracts using 
https://etherscan.io

https://etherscan.io


RQ1: Does the new features 
improve classification?

RQ2: What is the smallest and best 
set of features?

RQ3: What are the most important 
features and what is their 
contribution?

Research questions



RQ1: Does the new features improve classification? 

The best classifier is LGBM and it performs better on dataset D1 than D2



RQ2: What is the smallest and best set of features? 

D3 is quite similar to D1: we remove three 
features that may mislead the classifier



RQ3: What are the most important features? 

- SHAP values (SHapley Additive 
exPlanations) is a method based on 
cooperative game theory

- SHAP shows the contribution or the 
importance of each feature on the 
prediction of the model

- The beeswarm plot is designed to 
display an information-dense 
summary of how the top features in a 
dataset impact the model’s output
 

- 3 new features are in the set of the 
10 most important features 



RQ3: What are the most important features? 

Dependence plots between 
pair of features: 

- Investment-in/Tx-in and 
Paid-one

- Tx-in and Lifetime

- The shap values (y-axis) 
varying as the colours of 
the second feature 



• A reusable and publicly available data set 
• A binary classifier to detect smart Ponzi contracts
• A small set of features that ensures a good 

classification quality
• The study of the impact of features using 

eXplainable AI techniques

Ongoing/future research activities:
• Identify features of bytecode
• Can we use only bytecode features?
• Study the robustness of the classifier
 

Conclusions
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Smart Ponzi
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Some features


