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Consumers have become increasingly connected and are constantly creating
and sharing information online: they are researching, purchasing and using
online products and services, via any number of connected devices. All of this
customer data is being collected by service providers, device manufacturers,
desktop and mobile apps, Internet providers and mobile operators for their own
purposes, or to be sold to their business partners. The potential consequences of
such a distributed approach to personal information exposure was demonstrated
by Facebook’s Cambridge Analytica scandal [5], where a third party app saw
millions of users’ profile data scraped, allegedly to influence the outcome of the
2016 US election. The effect was, on one side, the raising concerns of individuals
about their privacy and the protection of their personal data; on the other side,
the update of privacy laws and regulations, e.g., the General Data Protection
Regulation (GDPR) [3] in Europe.

The European data protection and privacy law introduced several obligations
and rights, whose compliance requires undertaking new practices for activities
involving consent and personal data. It increased the potential fines organi-
sations face for misusing data, and made it easier for people to discover what
information organisations have on them. In other words, the GDPR expects
businesses not only to comply with EU data protection requirements, but also
to be able to demonstrate their compliance.

After the GDPR coming into effect in 2018, different works addressed the
processing of personal data according to the new regulation using blockchain
technology [6, 2, 1, 4], but most of them are either only theoretical, or they
propose solutions ad hoc for specific scenarios.

In our work, we defined a framework that satisfies the set of rules imposed by
the GDPR with respect to data processing by combining a blockchain, used as
an access-control moderator, with an off-blockchain classical storage solution.
Users are not required to trust any third-party and are always aware of the
data that is being collected about them and how it is used. In particular, the
blockchain, i.e, a decentralised tamper-proof public ledger, is used to record
each interaction between the data subject and the service provider, bringing
personal data processing to a level of privacy and security that prioritises data
subjects and shared transparency, as required by the GDPR. Moreover, we use
smart contracts encoding GDPR legal requirements into the blockchain itself,
so that they are enforced automatically.

The smart contract then becomes an access control manager that does not
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require a trusted third party, and the blockchain can act as a tamper-proof ledger
to record digital interactions: the data subject can now verify directly where
his personal data is stored and put to (commercial) use. Since the blockchain
is a public ledger, it cannot record all data, thus we combine blockchain and
off-blockchain storage to define a personal data processing platform focused on
GDPR-compliance.

The feasibility and scalability of the approach is shown by means of a proto-
type implemented in Ethereum with Solidity smart contracts, with a Graphical
User Interface to increase the usability of the application. Some cost considera-
tions were done on the specific implementation. The framework consists of the
following components: a server-side servlet application accessing the blockchain
and the database, a web page for the user registration phase, a client-side ap-
plication for accessing user’s data, a smart contract and a Java library. The
library offers APIs to the functions of the smart contract, thus providing an
abstraction from Ethereum. By using the library, developers can implement
GDPR-compliant client and server applications since by construction they meet
the restrictions imposed by the GDPR and satisfied by the contract.
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